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The Authentication System Sub Group of J-PARC Information System Group completed the mapping 
of the several authentication methods in terms of the level of security.  Of the methods, the PKI 
authentication method with IC card provides the Super High Security Level and will be adopted as the 
authentication method of several J-PARC Information Systems. We study the feasibility of this method 
with following four examples;  

(1) "The EAP-TLS wireless LAN authentication method" 
(2) "The Web-SSL client authentication method in SSL-VPN connection"  
(3) "The PKI authentication method with a certificate issued by NAREGI-CA software stored in IC 

card." 
(4) "The PKI authentication method with Dual interface FeliCa card" 
 In each example, we confirmed the feasibility of the method in a practical way. In this report we 

present the details of the study. 
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 LAN  
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 1 

1. RADIUS  
 
1.1 CentOS4.4(dir.edo.jaea.go.jp) freeRADIUS1.0.1  

# yum install freeradius.i386 
 

1.2  
# system-config-securitylevel-tui 
radius:udp  

 
1.3  

# dd -if=/dev/urandom of=/etc/raddb/cetrs/dh count=1 bs=128 
# dd -if=/dev/urandom of=/etc/raddb/cetrs/random count=1 bs=128 
 

1.4  
1.4.1 CA  

$ cp /usr/share/ssl/misc/CA . 
$ cp /usr/share/ssl/openssl.cnf . 

TLS Web Server Authentication  
openssl.cnf [usr_cert] Windows  
extendedKeyUsage = 1.3.6.1.5.5.7.3.1 

 
$ ./CA -newca  

demoCA/cacert.pem  CA DN newreq CN=TESTCA
demoCA/private/cakey.pem  CA  

 
1.4.2  

$ ./CA -newreq newreq.pem  
Country Name  : JP 
State or Province Name : Tokyo 
Locality Name  : Taito-ku 
Organization Name : JAEA 
Organization Unit Name : CCSE 
Common Name  : dir.edo.jaea.go.jp 

$ ./CA -sign newcert.pem  
# cp newcert.pem /etc/raddb/certs/svr8cert.pem  
# cp newreq.pem /etc/raddb/certs/svr8key.pem 
 

 
1.5  

/etc/raddb/radiusd.conf authorize eap  
authorize { 

preprocess 
eap 
files 

} 
/etc/raddb/radiusd.conf authenticate eap  
authenticate { 

unix 
eap 
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} 
 
/etc/raddb/eap.conf eap  
eap { 

default_eap_type = tls 
md5,laep,get,mschapv2  
tls { 

private_key_password = xxxxxxxx 
private_key_file = ${raddbdir}/certs/svr8key.pem 
certificate_file = ${raddbdir}/certs/svr8cert.pem  
#CA_file = ${raddbdir}/certs/jaeaca.pem CA

 
CA_file = ${raddbdir}/certs/itblrca.cer ITBL CA
dh_file = ${raddbdir}/certs/dh 
random_file = ${raddbdir}/certs/random 
fragment_size = 1024 
include_length = yes 

} 
} 

 
/etc/raddb/clients.conf  
client 172.17.0.0/22 { 

secret = soft99 
shortname = private-network-2 

} 
 

2.  
enterasys RoamAbout RBT-4102  
 

2.1  
Reset  

 
Username: admin 
Password: password 
Web  
# configure 
(config)# interface ethernet 
(if-ethernet)# no ip dhcp 
(if-ethernet)# exit 
# reset board 
 

 
# configure 
(config)# interface ethernet 
(if-ethernet)# ip adddress 172.17.3.73 255.255.252.0 172.17.3.225
(if-ethernet)# end 
(config) # exit 
 

2.2 Web  
TCP/IP Settings 
IP Address:  172.17.3.73 
Subnet Mask :  255.255.252.0 
Default Gateway: 172.17.3.225 
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Primary DNS:  172.17.0.1 
Secondary DNS:  172.17.0.2 

 
RADIUS  
Primary RADIUS Server Setup  

IP Address/Server Name: dir.edo.jaea.go.jp 
Port Number: 1812 
Key: Soft99 
Confirm Key: Soft99 

 
802.11a Interface Radio Setting 
Interface Status: Disable 

 
802.11b/g Interface Radio Setting 
Interface Status: Enable 
Network Name(SSID):RoamAbout Default Network Name 0 
Secure Access: Enable 
Radio Channel: 3 
 
802.11b/g Interface Security  
Detail Setting  Default Interface 
Authentication Type Setup 

Type: WPA(Windows)/WPA2(MacOSX) 
Encryption: Enable 

WPA/WPA2 Clients: Required 
Multicast Cipher Mode: TKIP(Windows)/AES-CCMP(MacOSX) 
802.1x Setip: Required 
MAC Authentication: Disable 

 
3. WindowsXP  

WindowsXP AP  
Panasonic Let's note CF-W4 WindowsXP Pro SP2 
IC SCR3310-NTTCom  

eSK  
WindowsXP SP2 WPA2

  (KB917021) 
URL : http://support.microsoft.com/kb/917021/ja 

WPA2/AES  
 

3.1 ITBL  
/etc/raddb/eap.conf eap CA_file ITBLCA  
RADIUS  
# radiusd 
WindowsXP ITBL

 

 
 

(SSID) RoamAbout Default Network Name 0 
WPA2 

AES 
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EAP  

 
 

 
 

1.4.1

 
 

 
 

 
3.2  

/etc/raddb/eap.conf eap CA_file  
RADIUS  
# kill -HUP `cat /var/run/radiusd/radius.pid` 
IC  

RoamAbout Default 
Network Name 0  

 
WPA2 

AES 
 

EAP  
 

 
 

 
 

 
 

 
4. MacOS10.4  

MacOS AP  
Mac iBook G4 MacOS10.4.10 
IC SCR3310-NTTCom  

eSK  
WPA2/AES  

 
4.1 ITBL  

/etc/raddb/eap.conf eap CA_file ITBLCA  
RADIUS  
# kill -HUP `cat /var/run/radiusd/radius.pid` 
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freeRADIUS
 

freeRADIUS ver1.0.1 1.0.5
 

 
MacOS ITBL

 
AirMac  

RoamAbout Default Network Name 0 
WPA2  
 
 

802.1X EAP-TLS  
 

 
AirMac

AirMac  
[ ] 
802.1X  

[ ] 

 
LAN

EAP-TLS
 

MacOSX http://docs.info.
apple.com/article.html?path=Mac/10.4/jp/mh1736.html

EAP-TLS
MacOSX EAP-TLS  

 
4.2  

/etc/raddb/eap.conf eap CA_file  
RADIUS  
# kill -HUP `cat /var/run/radiusd/radius.pid` 
MacOS ITBL

 
AirMac

 
RoamAbout Default Network Name 0 

WPA2  
 
 

802.1X  
 

 
AirMac

AirMac  
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5. AirMac  Ethernet

AirMac
 AirMac  

6.  
7.  

 
 2 

WindowsXP SP2  
1  

Panasonic Let's note CF-W4 WindowsXP Pro SP2 
IC SCR3310-NTTCom  

eSK  
 
2 SSL-VPN  
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FirePass  

FirePass  
 

 

 
 

 
 

FirePass  
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aoyagi.tetsuo
 

 
3 SSL-VPN  

aoyagi.tetsuo  
 

PC PPP adapter 192.168.10.170, 
133.53.8.59 

 
4 Web  

Internet Explorer Firefox https://ms.jaea.go.jp/webmail
 

MTool ITBL SSL
(TeraTerm) (jaerif)

TeraTerm (MTool (PPP adapter FirePass) ITBL
) ITBL jaerif  

AEGIS WebDAV https
 

 
MacOSX 10.4  

5  
Mac iBook G4 MacOS10.4.10 
IC SCR3310-NTTCom  

eSK  
 
6 SSL-VPN  

SSL-VPN Juniper Networks Secure Access  
 

 
 

7 SSL-VPN  

Client_Certificate_Group  
 

 
PC jnc0 133.53.249.103, 

 
 

8 Web  
Safari Firefox https://ms.jaea.go.jp/webmail  
MTool ITBL SSL

(Terminal) (jaerif)
Terminal (MTool (jnc0 SA) ITBL

) ITBL jaerif  
AEGIS Safari
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 3 

1. NAREGI-CA  
RA  

NAREGI-CA  
RA NAREGI-CA

 
 

2. IC  
NAREGI-CA

 
 

WindowsXP SP2  
3.  

IBM ThinkPad X40 WindowsXP Pro SP2 
IC SCR3310-NTTCom  

eSK  
 

4. Web  
https:///flanker.edo.jaea.go.jp/aegistest/show.cgi  

PIN
 

 
5. SSL-VPN  

SSL-VPN JAEA SSL-VPN  
OK 

OK 
 

teshima.naoya 
TOP  

 
MacOSX 10.4  

6.  
Mac iBook G4 MacOS10.4.10 
IC SCR3310-NTTCom  

eSK  
 
7. Web  

Firefox https:///flanker.edo.jaea.go.jp/aegistest/show.cgi
PIN

 
 

Safari MacOSX IC
 

 
 4 

1.  
JAEA  
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Sony Felica Cryptgraphic Provider
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Sony FeliCa PKI Option 

 
2.   
2.1  

https://flanker.edo.jaea.go.jp/aegismgr
teshima.naoya 
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***** 

***** 
 
2.2  

 
Dual FeliCa

 
[ ]  

Web
Web

 
PIN  

PIN **** 
 

Web 1
Web

Web

 
Web [

] [ ]  
 

 
3. Web  

https:///flanker.edo.jaea.go.jp/aegistest/show.cgi  
Felica PIN

 
FeliCa PIN

 
 
4. SSL-VPN  
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SSL-VPN JAEA SSL-VPN  
OK 

OK 
 

teshima.naoya 
TOP  

 
  

 

PKI Public Key 
Infrastructure 

Certificate 
Authority : CA

 
EAP Extensible 

Authentication 
Protocol 

PPP Point to Point Protocol
RFC 2284  

RADIUS Remote 
Authentication 
Dial-In User 
Service 

IP

LAN VLAN
RFC 2138

 
AES Advanced 

Encryption 
Standard 

(NIST) DES

 
TLS Transport Layer 

Security 
TLS

TLS 1.1 RFC4346
AES

 
WPA2 Wi-Fi Protected 

Access 2 
LAN Wi-Fi Alliance 2004 9

LAN 2002
WPA AES

SSL-VPN  SSL VPN
Web SSL

 
NAREGI-CA

 

 
NAREGI

 
Dual

FeliCa 
 FeliCa IC

Dual FeliCa FeliCa
Dual
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FeliCa
 

 
 



1024 10-1 d

1021 10-2 c

1018 10-3 m

1015 10-6 µ

1012 10-9 n

109 10-12 p

106 10-15 f

103 10-18 a

102 10-21 z

101 da 10-24 y

SI 

SI 

min 1 min=60s

h 1h =60 min=3600 s

d 1 d=24 h=86 400 s

° 1°=( /180) rad

’ 1’=(1/60)°=( /10800) rad

” 1”=(1/60)’=( /648000) rad

ha 1ha=1hm2=104m2

L l 1L=11=1dm3=103cm3=10-3m3

t 1t=103 kg

SI SI

SI 

eV 1eV=1.602 176 53(14)×10-19J

Da 1Da=1.660 538 86(28)×10-27kg

u 1u=1 Da

ua 1ua=1.495 978 706 91(6)×1011m

SI SI SI

SI 

Ci 1 Ci=3.7×1010Bq

R 1 R = 2.58×10-4C/kg

rad 1 rad=1cGy=10-2Gy

rem 1 rem=1 cSv=10-2Sv

1 =1 nT=10-9T

1 =1 fm=10-15m

1  = 200 mg = 2×10-4kg

Torr 1 Torr = (101 325/760) Pa

atm 1 atm = 101 325 Pa

1cal=4.1858J 15 4.1868J

IT 4.184J

µ  1 µ =1µm=10-6m

10 SI

cal

(a)SI

(b)
rad sr

(c) sr
(d)
(e)

 
(f) activity referred to a radionuclide ”radioactivity”
(g) PV,2002,70,205 CIPM 2 CI-2002

CGS SI  
  

a amount concentration

substance concentration

SI 

Pa s m-1 kg s-1

N m m2 kg s-2

N/m kg s-2

rad/s m m-1 s-1=s-1

rad/s2 m m-1 s-2=s-2

, W/m2 kg s-3

, J/K m2 kg s-2 K-1

J/(kg K) m2 s-2 K-1

J/kg m2 s-2

W/(m K) m kg s-3 K-1

J/m3 m-1 kg s-2

V/m m kg s-3 A-1

C/m3 m-3 sA
C/m2 m-2 sA
C/m2 m-2 sA
F/m m-3 kg-1 s4 A2

H/m m kg s-2 A-2

J/mol m2 kg s-2 mol-1

, J/(mol K) m2 kg s-2 K-1 mol-1

C/kg kg-1 sA
Gy/s m2 s-3

W/sr m4 m-2 kg s-3=m2 kg s-3

W/(m2 sr) m2 m-2 kg s-3=kg s-3

kat/m3 m-3 s-1 mol

SI
SI 

m2

m3

m/s
m/s2

m-1

kg/m3

kg/m2

m3/kg

A/m2

A/m
(a) mol/m3

kg/m3

cd/m2

(b) 1
(b) 1

SI 
SI

SI SI

( ) rad 1 m/m
( ) sr(c) 1 m2/m2

Hz s-1

N m kg s-2

, Pa N/m2 m-1 kg s-2

, , J N m m2 kg s-2

W J/s m2 kg s-3

, C s A
, V W/A m2 kg s-3 A-1

F C/V m-2 kg-1 s4 A2

V/A m2 kg s-3 A-2

S A/V m-2 kg-1 s3 A2

Wb Vs m2 kg s-2 A-1

T Wb/m2 kg s-2 A-1

H Wb/A m2 kg s-2 A-2

( ) K
lm cd sr(c) cd
lx lm/m2 m-2 cd
Bq s-1

, ,
Gy J/kg m2 s-2

, , 
, 

Sv J/kg m2 s-2

kat s-1 mol

SI
SI 

SI 

bar bar=0.1MPa=100kPa=105Pa

mmHg 1mmHg=133.322Pa

=0.1nm=100pm=10-10m

M=1852m

b b=100fm2=(10-12cm)2=10-28m2

kn kn=(1852/3600)m/s

Np

  

dB       

SI SI

m

kg

s

A

K

mol

cd

SI 
SI 

SI 

erg 1 erg=10-7 J

dyn 1 dyn=10-5N

P 1 P=1 dyn s cm-2=0.1Pa s

St 1 St =1cm2 s-1=10-4m2 s-1

sb 1 sb =1cd cm-2=104cd m-2

ph 1 ph=1cd sr cm-2 104lx

Gal 1 Gal =1cm s-2=10-2ms-2

Mx 1 Mx = 1G cm2=10-8Wb

G 1 G =1Mx cm-2 =10-4T

Oe 1 Oe   (103/4 )A m-1

CGS
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