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In J-PARC (Japan Proton Accelerator Research Complex) we have set up intra-network (internal network,
we will abbreviate it as JLAN, below) to support research activity and communication among users. In
JLAN, we set up various kinds of security devices to keep JLAN secure. However, the servers which
provide information or service to public are still in danger of being accessed illegally.

If there is an illegal access, that may cause defacement of data or information leak. furthermore, the
victim servers are manipulated by the malicious attackers, and they themselves attack the external
information equipments. Vulnerability of servers enables unauthorized access. So, vulnerability test with
use of a vulnerability tool is one of the most effective ways to take measures for vulnerability of the
equipments. However, it is not enough to just conduct a vulnerability test. It is also essential for
information security to take measures to cover constantly for the vulnerability of servers.

We focused on the points above, and developed the vulnerability testing system for security. It is not
only a testing tool for the vulnerability of servers, but also management system which enables the server
administrators in charge of taking measures for vulnerabilities to manage risks and handles PDCA
(Plan-Do-Check-Action) cycles as countermeasure for vulnerability. In this paper, we report the

technologies and ingenuities for the development of the above system.
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