@ JAEA-Testing
; 2024-006

DOI:10.11484/jaea-testing-2024-006

—iRIBH AT LDV TV RBITHRES

Cloud Migration Report for General Information Systems

B MR BML 2/ R EXR AN =
A% Bt

Yuhi TAKAKU, Toyokazu KAKEFUDA, Shigeo YASHIRO, Hideo KIMURA
and Tetsuya KUNO

AT LEERIEZEEY Y —

Center for Computational Science & e-Systems

March 2025

Japan Atomic Energy Agency | BARRT DHAZTHFEMKRE




AR VRN — MIESIHFZERHTEEN B AR T e B B 23 S E NS F8AT 9 2 R &5 T
ARUR—=NMNIZ VAT 47« 2T R EKRA0EHE 74 B ZADOTICRESILTHET,
ARUBR—FORE (FT—F&25T) ICEEEIBELRZVEATH, RT7A VR LFRED
KECTRIH LT 7Z&V, (httpsi/creativecommons.org/licenses/by/4.0/deed.ja)

ek, RUAR— FOET AR IR Y = 79 1 K (https!//www.jaea.go.jp)
FUOREIHLTVWET, ALAR—KMIBELTUITRRE TEBMEELIZI W,

ENZAFFERA T8 E N BT 7 AT JEEA s bR AP JEBA S HEMERD BB TE RER
T 319-1112  ZRIFIFAREIARHHERT R TASAL 4 Fith 49
E-mail: ird-support@jaea.go.jp

This report is issued irregularly by Japan Atomic Energy Agency.
This work is licensed under a Creative Commons Attribution 4.0 International License

(https://creativecommons.org/licenses/by/4.0/deed.en).

Even if the results of this report (including data) are not copyrighted, they must be used under

the same terms and conditions as CC-BY.

For inquiries regarding this report, please contact Library, Institutional Repository and INIS Section,
Research and Development Promotion Department, Japan Atomic Energy Agency.

4-49 Muramatsu, Tokai-mura, Naka-gun, Ibaraki-ken 319-1112, Japan

E-mail: ird-support@jaea.go.jp

© Japan Atomic Energy Agency, 2025



https://creativecommons.org/licenses/by/4.0/deed.ja
https://www.jaea.go.jp
https://creativecommons.org/licenses/by/4.0/deed.en

JAEA-Testing 2024-006

—RIEML AT LD T U NBITHREE

B AE T8 TR S b
VAT LEHEB R H —

AL RS BML BT Rb ER, KK JERE. AR P

(2024 4= 12 H 2 H#H)

[ESZAFSEBR RS LN B AR 7 WU BR R b U7 RS i, B ISR — 3
FELTEY, B — NEHRENREX 2 T R EIILO LT Hh— NEFBHEKZH - T
WA, EBEARSCHE TOEN 2 A FAHIIEHE TEX Wb D Lo TS, £2iE, H
WNATERLTWDEX2 YT 44T v hA~ORERIL, %< OMPRIER 2 5 71 o
¥BEZTTDH ETUERANRTHLIN, & — NEHRENEHNICINOOMELH#H T &
IXNEE R ONBRTH 5,

IO OELMRT D720, 32 FEICBLR 2BV TRIIERZ & £ RV —RIFHR AT
LI T T 7 RERE~OBATEFM LT, BITOME., 22 N & KIBIZHIE L DD M I sMH
770 RBRE~BITTHT0OFMERALNIL, hotxa T 440 7Ty b~OxtREHE
B 2B EEz I,

JE A JTRMAREFEAT: T319-1195 KB ILARETRR AT KA )7 2-4
* ety —y—x 2



JAEA-Testing 2024-006

Cloud Migration Report for General Information Systems

Yuhi TAKAKU, Toyokazu KAKEFUDA", Shigeo YASHIRO, Hideo KIMURA and Tetsuya KUNO

Center for Computational Science & e-Systems
Japan Atomic Energy Agency

Tokai-mura, Naka-gun, Ibaraki-ken
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The Japan Atomic Energy Agency (JAEA) has a wide variety of servers across its departments, managed
by on-site server administrators who are responsible for tasks including security measures. As a result, the
workload and operational cost burdens are significant. Additionally, addressing the increasing frequency of
security incidents in recent years, both domestically and internationally, is essential for JAEA’s operations,
which involve handling sensitive information. However, it is difficult for individual server administrators to
take proactive measures to mitigate these risks.

To address these challenges, we carried out the migration of systems that do not contain sensitive
information to an external cloud environment with a focus on cost reduction. As a result, we clarified the
conditions necessary for a smooth migration to an external cloud environment while achieving significant

cost savings and established a foundation for implementing measures against security incidents.
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3.3 Oracle Linux TO W — 35
Z ZTlE, #ilE LT Apache #{#i 72 WEB ¥—/3% OCI LIZHEEE L, JR 1 J1fiE o A 7 L5HE
Bt o ¥ —%E3 DX HEREDA Vb T VA PR RIEDLETOFRIELZHHT S,

(1) Oracle Linux { > A % > A~ SSH ##¢
F 9, OracleLinux DA V AX 2 AENERT D & AT LEEHD ope = —V 0N HE TERK X
N5, Z0opc 2—H(F/NAT— R L AT sudo ETHERPZF 5 SN TEY, £ LV AX U A~D
root = — T SSH BftiI ¥ = U 7 ¢ EOBMIZ L0 PIIRGE CTHIR S 41T 4,
DT, A AL A~OR)E] SSH HEFERFIZ I LATHE CTIERR L 72 % — 2 FIH L T ope =
—¥TrZ A L, root 2—HWICHID 2 Tc ETHFEREEITS (KM 3-3-1. X 3-3-2),
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SSHEEEE 2a—YEiCopck AN ]
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B RTT
Tera Term: FLAVBEE 2-o&N  fos LS
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B i20-FEAE LITRIT 3N IpEF — % HIR
I~V AHERETS0)
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LA 20 = FEENL)

1O RS A/DSA/ECDSA/ED 2SS | SEFEED
WER(K: Wth-key=2024-11-06 key

O TCR/IP 2|

BE2R0)

B —E 2 O Telnet
035sH SSHI i—aA\V): s
TOM

TePit—ha(p). 22

1P S—=732(N): auTo

*—H — F A0TSR

PageantE{#s

eI ~ILAH

X 3-3-1 A v AK 2 A~D SSH #¢

H - root@takaku-test-20241106:~ VT - 0 %

3-3-2  SSH #5141 root 1 —HF ~G) 0 H x %
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MEX—2EH L TOr 7 A U NEHETHDHET. UTOBRELITS 2L TRRAY— R
TA DA D,
(D# passwd opc & (77 5,
@# vi /etc/ssh/sshd_config % 5E(T79 5,
(@sshd_config ?[PasswordAuthentication no] % [PasswordAuthentication yes (228 8 L CTERAF7 5 (
3-3-3),
D# systemctl restart sshd.service & 321795 (X 3-3-3),

- roct@takaku-test-20241 106~ VT - (m] x ¥ - root@takaly-test-20241106:~ VT o o b4

[} 3-3-3 /RAU—Fa /A OHRE

(2) KHERE
SSH H#t DX EMNTE TIRE, SRR ERTR Y NI — 7 REF & EfT 5,

+ SELinux DO EZh1k,
(D# setenforce 0 ZFEIT9 5,
@# getenforce #1795,
@@ DFEATHER N Permissive & 72> TWDH Z & 2RI D,
@# vi /etc/sysconfig/selinux % 373 5,
(®[SELinux=enforcing] % [SELinux=disabled |\ # L CTR/FT 5 (X 3-3-4),
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r
£ - @ takaku-test-20241106/ var/ hitml VT = O x

Trilif) MEE BES I/R0-KO) 240F2W ALTH

3-3-4 SELinux O RNl

- AV =7 E— FOEYL
(D# systemctl mask sleep.target suspend.target hibernate.target hybrid-sleep.target & F1T79 5,
@# touch /etc/cloud/cloud-init.disabled % 55179 %,

- OS EFENRFIC R v b U — 7 BRIEN DHCP (70 5 D % HEsh{tk,

(D# vi /etc/dracut.conf.d/50-network-legacy.conf % F1T73 5,
@[omit_dracutmodules+="ifcfg “|Z B85 L TRAFT 5 (¥ 3-3-5),
O# dracut -f #3775,

T - root@takaku-test- 20241106/ var/wwwi/html VT - [ o4

3-3-5 DHCP DO4E5h1L,
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- OS HEEI R b AR A2 RFFT 5 X9 ITRRE
(D# vi /etc/oci-hostname.conf % 52174 5,
@[PRESERVE HOSTINFO=0]%[PRESERVE HOSTINFO=2]IZ & # L TIHHFT D (X 3-3-6),
(O# vi /etc/cloud/cloud.cfg & 52179 5,
@[preserve hostname: false] % [preserve hostname: true][{ZZ 8 L. [- set_hostname],
[- update_hostname], [-update etc_hosts]z =X A > ~7 7 ~ L THRFET D (X 3-3-6),

3-3-6 KA NRFFORTE

- TR URE

(D# vi /etc/environment % FE(T3 5,

@QUTaBRL L TRET D (K3-3-7),
http_proxy="http:// 7" = & > % —/30D FQDN: 7~ — 5"
https_proxy="http:// 7" 7 ¥ > % —/3D FQDN: 7~ — F 5"
HTTP_PROXY="http:// 7 1@ & 3/ —,30 FQDN:7K— K & 5"
HTTPS PROXY="http://7" 11 % 3 ¥ —/,3D FQDN:7"K—  FK 5"

no_proxy="127.0.0.1,localhost,.jaca.go.jp,.oraclecloud.com"

NO_PROXY="127.0.0.1,localhost,.jaca.go.jp,.oraclecloud.com"
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X - root@takaku-test-20241106/ var/www/html VT - m] N
| 774HF) REE) BE(S) IVFO-IMO) 2UEIW)  ALT(H)

“http:// 7O %4 —1DOFQDN:#— F HE"

3-3-7 TuXIlRE

- DNS & &
(D# vi /etc/NetworkManager/NetworkManager.conf % 58179 2%,
@[main](Z[dns=none] ZiBFL L CHRAFT 5 (X 3-3-8),
(®# vi /etc/resolv.conf % FEIT9 5,
DU T ZBFR L THREFET S (14 3-3-8),
search N A A 4
nameserver DNS #— 3D IP 7 R L A

3-3-8 KA FAREFORRE
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S LY = ROEREOER
(D# timedatectl set-timezone Asia/Tokyo % 5177 %,
Ot date #FEIT L. AAREERDRRIND Z & MR T D,
(®# dnf install glibc-langpack-ja & 179 %,
@# localectl set-locale LANG=ja JP.utf8 #3179 %,
(®# localectl set-keymap jpl06 % 3179 5,

B) FIRNVT =T DAL A=/« RIE
ZIZTiE, R Ry =T & LT Apache DA VA F— /LR OBREFEEZF E LTRRTN, £0D
M KA =77 L — AT — 72O T HAKICERT 5,

* Apache DA > A h—/)L « &JE
(D# yum install httpd -y #3179 5,
@# systemctl start httpd %= 3179 5,
(O# systemctl status httpd Z 31T L, A7 —4& A H3[active (running) [ TH D = & #2345 (X
3-3-9).
(@# systemctl enable httpd % 32179 5,
(©# systemctl is-enabled httpd % 31T L, enabled & KRS D Z & ZiERT 5 (X 3-3-9),

= roct@takaku-test-20241 106~ VT - o x

- rooti@talcaku-test-20241106:~ VT = o x

3-3-9 Apache D A7 —# A
7ok, BT yum UARY RU MG Apache A4 VA R— /L L TWHR, O VKR Y %
FENTZWGEIZITFE CTER T 50N H 5, Bl 21X, EPEL U ARY M UIZEI 0 B2 2356130

Ta<y FEEFTL, EdERIZIE[enable] & [disable]iZ L TEIT L LW,

# yum-config-manager --enable o0l8 developer EPEL
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@) 77 AT U+ —VRIE
Oracle Linux Ti%, #IHF%E T http X O https (X7 74 7 7 4 — /L TFFA STV (¥ 3-
3-10),

JIHO) 24F2W)  AILTH)
“J4 firewall-cmd --list-all

i |

X 3-3-10 7747 74— /LOYHHRTE

Z D7z LUFOFNAIZ T http 35 & O https i85 2 7FF ] T2 BN D 5,

(D# firewall-cmd —add-service=http —permanent % {79 5,

@# firewall-cmd —add-service=https —permanent % 55179 %,

(O# firewall-cmd —reload % %179 5,

@# firewall-cmd —list-all % 3217 L. [services](Z http K& O https 28BN & 72 2 & #ikEsR 35 (X
3-3-11),
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X - root@takaku-test-20241106:~ VT = O X
I74F) REE) BES IVFO-HO) 24VFIMW) ALTH)

3-3-11 http X O https ;BIE D7 7 A4 T 7 4 —/b

WEB 7 U TA L AZ L ADIPT KL AT 7 AL, Apache DFHIBE EINF R SHhh
I TH D (K3-3-12),

Apache 2 Test Page
powered by the Apache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that the Apache HTTP
server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you just You may now add content to the directory /var/mehisl/. Note that until you
visited is either experiencing problems or is undergoing routine do so, people visiting your website will see this page and not your content.
maintenance. To prevent this page from ever being used, follow the instructions in the

file /etc/httod/cont. d/welcome. conf.
If you would like to let the administrators of this website know that you've

seen this page instead of the page you expected, you should send them e- You are free to use the images below on Apache Linux powered HTTP
mail. In general, mail sent to the name “webmaster™ and directed to the servers, Thanks for using Apache!
website's domain should reach the appropriate person.
ered by 24
For example, if you experienced problems while visiting APACHE

www.example.com, you should send e-mail to
"webmaster@example.com”,

3-3-12  Apache O] H|f
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(5) T—HBAT
WIZ, WEB 2> 7 UV BT — "6 a—3%, 22 CTldrsyne 2~ K&z
Eaed,
(D# rsync -av —inplace = —YV X @BATE—/3D IP 7 KL AYWEB 2> 7 > ORAFE5FT/
/var/www/html % 52179 5,
QiR ([yes/no]) %R L& [yes]Z AT 5,
@AY —= RO AN ZRD LNTHEIT AT — RE AT LTETT L,

ERFIEA FEii 2 WEB 77 UYWTA VAKX AD IP 7 LA~ L, B1TL7- WEB
avT Y (ZZTITERE DX HiERD A v F 7 8—=) BNERENNIERDITH 5 (K 3-3-
13),

LATAHREHEEYS— R0 X A%
@x» 1 vakatiiy

[Center for C

Task DX ion Office]

IEETITE Aot et

2274 [LDAP) ERUAL TV LIF LV TR RS FREL TEIMLES.
MENILLOTERAM LAY,

T el FRRTL FURLITA7- FOmM R EEML AL,

RECXMAETREC D
Sus-wN
Eaxs
EERFILO-F
il g
SO R (1Y)

1 ToE-FFR00NST

F-LmOAR RO, T TR TOMA T -4

L2 R )] BuckMumber

SRR WROI4/06/17

. [EaEjemw L,
o B L1 ERETN

a2024/05/08

L (L EALL LR IRN
Eer-bidRh
MEATNEN
{il- L ERERTE
L LR =

[} 3-3-13 ¥EE DX HHEEDOA L T R—Y

WI04/04/0%
[ AL,

(6) EWERRGE
(D)~() TEARN 72 OCl ~DH— "BAITILE T Lo, RBICEERGEZ Eii T 5,
EEREEDORRIL, WEB =2 7 Y ENMBERHE CEZ 2022 B R T 27217 T, A
—VEERR A CRREOMEEZ v 7B 5O TARICHERT D,
FoBITT DU AT AT o T crontab 2~ o RIC K DEAEBLE RN EIEL TWDH Z &
HDHT=O, BATHIFARIZ crontab WLBEZ EFK L, [F U X 2 IZEMET 2 0RGET 5,
BERGEIZ RV Tk, FIUAEF~ S TEICHAE L7z ETHVNIMNE U720 b B ERGE
BITHZENHEETH D,

_21_



JAEA-Testing 2024-006

(7) MOV ZFx
TEMFEDOFER. 7 7 U RERE~OBITHAATRE Ll C& 7235815, AUV B2 2 FE L
T27 o9 RCOEMEZRGT S, EHUYEZOBIL, BITHIY AT A~FIRENT 72 AT
ERVEDICLTE BT, T2 DES% 7R LTHh 5 DNS U0 & 2 & Efii L7,
2¥., 777 RCOEMABHMEZIL, BITRIO VAT A TEREE S5 T, T—7 7
U RRELICHEE LA VAX VATRENBELZBEOY A7 KT 52 8T 5, I
T ST, 777 FEE EOA UV AZ A LBATRIOY AT K EDOBTT — X R %
FATT D720, ARSEEZ HVE rsync MHEE # E4HE9 5,

34 75 RCOEHBEEKIZOWNT

777 RCOEMBMGHE. A AZ L ADY Y —ZANHEETH D0, [EERE AR
RZERH 2 HGHIZAT D 12D A Y AX L AD Y ) —AF RN T2 Z LN EETH D, A
AP ADY Y —ABEOERIL, OClI 22 Y — VI[N DRIGEDA AR AL BRI L TR T
x5 (X3-4-1),

X 3-4-1 AL AZLADY Y — ZBEEGLIRI

Flo, BEEIHAT, A VAZ L ADRY) 2a—2DONNy 77 v 72 HECTRGT 5L OREL
Teo N 77 v TOEPHEZDIZONTAR MIERT D20, TNy 77 v 722 1 A
L. TOMDORITES NNy 7T v 7T2BFF LT, 8k 2B 2RET5 K OE LT,

HEN Sy 77 v TOREFIEEZ L TITRT,
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(1) OCI =Y = by TEE[=>[A b L= P Sy 7T v T - R =KV [Ny 7T v T
RY O —DOEREEIRT 5 (1K 3-4-2),

Anwi=H—AZa— (=) 2#R
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Ny oFwT - KU —DFEg anz

Ky 2Py 7 + RUL—~ONER. FRA-STINN v OF 7 « RUL~G2 T2 -AtBNEURETERY

D03 U=Sn s s =T =y

FARZS TN =Fa Bt SO A FCAENETY, BB ~pa A nT A0 70MATY, B85S

AU RAE LU Sy S ST AR AT s asY, SUSeMT AN IERDAy I T+7 - KU —£%AD
8« F-hIN-3, Fd .- Etel ]

LT ==Ly + SHCEN & ®

s
B CoUU-A0RERCIE - SRR

@ty o F w7 « F ) —ofEfERR

[ionzes o i

SREAEIUTIANG  CosoellE gt § 2034 Cracn 3t %1 E%opten & 5o e

X 3-4-3 RNy T w7 R —4LDANT]

_23_



JAEA-Testing 2024-006

BNy 7T w7 R —=OFNC TR Y 2 — /L OB EERT 2 (X 3-4-4),

BackupPolicy_Test
[ e [ETREZETN o |
NyaFed . Muz-mE

oo BE JE RE: 2001 A1E ) 5T 08 UTC
o 0% U=-Zay - -0P-ry el

Ahr¥a—NoEmERR

Ao dFad - 917 srne LU

X 3-4-4 A7 a2 — )L OEBINOER

@) [AT Y 2= LOBIMICTUTOEICHEICIBEIANRy 2T v TG T A7 2 — L%
TER T2 (X 3-4-5),
ZZTCIE, AAREEUERED AR ATEK 02:00 127 VN 72T TR T A2 LI2T 5,

c AT a—)b s BAT

c R4 O B - HER

- 3% A DO : 02:00

- W OPRFFIRR : 2

NI T T BAT D EAR

cHAL = V=T g T—H X —FEE
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ATz a—ILanEN

3-4-5 TRy 7T THAT Y 2 — L OIER
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IX0S DT AL A3 A NMENBMTRAET 5720, PaaS TOBITIZE D 2 2 MEIITIRF T
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T 12 HY 720 O3 2 F23%9 9,000 F2> 550 16,000 [ & 720 15 FULEOa X Mg E 70D
ZEMWGyholz, XoT, 0S8 OREERY Y =Rk o TEZ T U ME TR L 2 A MEITEAAE
BLT& 5 LITRB720,
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WE E CPU OYEREREN TV D, £3-1 L0, OCIRE TIIA Y 7L I 2ADRABEREE & il L ¢
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U Mz ERET A7V I AOFBRE CEM 26T 2 & W o g 7 U v RN = 2 IR
DEICBNWTRETHD LER D,

Fo. 77U MW TRESN LA E LT, IRENTWD I Ry =7 FIZ > T,
T T VI RARENG 7 T U RREEICBTT2RICa A MRRET L5605, £DH, 7
A AKRREFDITHER LT LT 70 Mea et - Efid 52 E0NEETH DL,

,29,



JAEA-Testing 2024-006
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35 3CHk

T, TRl 30 FERE B E F I, 2018, p.122,
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h30/pdf/30honpen.pdf

(ZM 2024210 H 10 H) .
TYLNT, BINERS AT JBT 27 70 R — 20U R IR 5 AT #, 2023,
https://www.digital.go.jp/assets/contents/node/basic_page/field ref resources/e2a06143-ed29-4f1d-
9¢31-0f06fca67afc/5167e265/20230929 resources_standard guidelines_guideline 01.pdf

(ZM 202410 H 3 H)
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BB ZERT 572005 E (FRMGFHE) |
https://www.jaea.go.jp/01/pdf/keikakuR4.pdf (=M : 2024 4210 H 16 H) .
NI A "=t F 2 VT 42— (NISC) , [BUFEBREDY A "—txa VT 45D
7= D O — FEUERE)
https://www.nisc.go.jp/policy/group/general/kijun.html (&P : 2024 4F 10 H 7 H) .
TYUZNIT, BRMAFREGEEDTNAA L N7 T 0 R T 0 P —E A5 (55015 4 4 /
3 HeksRD)
https://www.digital.go.jp/assets/contents/node/basic_page/field ref resources/d6b5753c-c4eb-4ee6-
92d0-21b3fa945a82/09da329¢/20230403 policies gov_cloud outline 01.pdf

(B 2024410 4 7 H) .
ARG H AR >~ NU—7 SINET6, FiflEHr v N —7 &I,
https://www.sinet.ad jp/aboutsinet ~ (ZH : 2024 4210 H 14 H) .
Oracle, Oracle Cloud Infrastructure 7%, KHIFI{EHR=K >~ b7 —2 (SINET6) (Zxt)is,
https://blogs.oracle.com/oracledengineer/post/sinet6-oci  (ZFR : 2024 4= 10 H 14 H) .
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