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Review Report :
Safety and Reliability Issues on Digital Instrumentation and Control Systems in Nuclear

Power Plants and United States Nuclear Regulatory Commission’s Dispositions

Norio WATANABE and Tomoaki SUZUDO
Department of Reactor Safety Research
Nuclear Safety Research Center
Tokai Research Establishment
Japan Atomic Energy Research Institute

Tokai-mura, Naka-gun, Ibaraki-ken

(Received August 19, 1998)

Recently, digital instrumentation and control (I&C) systems have been applied to
nuclear power plants (NPPs) in various countries.  Introduction of digital I&C systems,
however, raises special issues on design, implementation, safety and licensing. In
particular, the use of software in digital I&C systems might introduce problems specific
to the digital technology that have not been observed in the conventional analog systems.
The needs to develop and update the safety evaluation approaches, technical
standards/criteria, regulatory guideline/guidance, etc. to deal with such problems
emerge on both regulatory and industrial basis so that the current high level of plant
safety is at least maintained and preferably increased.

Since FY 1997, the Japan Atomic Energy Research Institute has been carrying out a
project, Study on Reliability of Digital I&C Systems, which includes extensive reviews of
design approaches, technical standards, regulatory processes, especially, in the United
States.

This report summarizes the results from the study of National Research Council
(NRC) and the U. S. Nuclear Regulatory Commission's (USNRC's) responses to the
recommendations made by the NRC’s study. That study identified six technical key
issues (system aspects of digital 1&C technology, software quality assurance, common-
mode software failure potential, safety and reliability assessment methods, human
factors and man-machine interface, dedication of commercial off-the-shelf hardware and
software) and two strategic key issues (case-by-case licensing process, adequacy of
technical infrastructure) that arise from the introduction of digital 1&C technology and

then, made recommendations to the USNRC for coping with digital I&C applications.
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The USNRC responded to each recommendation and showed their own dispositions in
which the USNRC agreed with most of the recommendations.

In Japan, it is expected that introduction of digital 1&C technology is inevitable in
NPPs because the vendors are gradually discontinuing support and stocking of analog
components.  To cope with such situations, there is a need to develop and update the
standards and guidelines applicable to digital 1&C technology. The key issues and the
USNRC’s dispositions provided in this report is believed to be useful for developing and
updating them.

Keywords : Digital Instrumentation and Control System, USNRC, Regulatory
Guidelines, Technical Standards, Review Report, Safety and Reliability
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ABWR : advanced boiling water reactor (¥% BWR)

ACRS : Advisory Committee on Reactor Safeguards (RFIPLEHMEER)

AECB : Atomic Energy Control Board (%7 FRFHEBEER)

AECL : Atomic Energy Canada Limited (%7 7F #R+F/144h)

ANS : American Nuclear Society CKERFH¥R)

ANSI : American National Standards Institute CKEFRHERFZERT)

ASIC : application-specific integrated circuit (7 7Y r—3 3 o BEERERRIR)

BTP : Branch Technical Position (EBFIEHT ZAE)

CFR : Code of Federal Regulations GEFRFHIF)

CMF : common mode failure (GEilE— K/ JREHE)

COTS : commercial off-the-shelf (B4 FIBER &)

DOE : Department of Energy CKE 3 ¥—H)

EMI : electromagnetic interference (ERZE T#)

EPRI : Electric Power Research Institute (FEFAFZERT)

FAA : Federal Aviation Administration GEFI#LZEEHR)

FDA : Food and Drug Administration (E¥ZE%EHERF)

FPGA : field programmable gate arrays (7 4 —/V F Fu <7 N F— hEEF)

GDC : general design criteria (—REREHEYE)

HICB : Instrument and Control Branch (USNRC OFH I

[EC : International Eelectrotechnical Commission (BBERBENERS)

IEEE : Institute of Electrical and Electronics Engineers (B EFEHEHRS)

ISA : International Society for Measurement and Control, formerly Instrument Society
of America (EBSEHREIESZS, RXEFUER

ISO : International Organization for Standardization (EBE A A AE)

KAERI : Korea Atomic Energy Research Institute (S E R T FIBFFERT)

KINS : Korea Institute of Nuclear Safety (#ERF 7R EMATHT)

LER : licensee event report (GXREBEEFRBEE)

MMI : man-machine interface (v —<¥ ¥ A ¥ —7 z—2R)

MTTF : mean time to failure (F-H#JHFEERFRH)

NASA : National Aeronautics and Space Administration (#1225 )

NRC : National Research Council CKE#FZ#H#ESR)

NRR : Office of Nuclear Reactor Regulation (USNRC DIRFHFEHE)

NSRRC : Nuclear Safety Research Review Committee (BFHRLEWFELE2—FAR)

NUSMG : Nuclear Utilities Software Management Group (BrhfREY 7 U =TH&
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B N—7)

OECD/NEA-CSNI : Organization for Economic Cooperation and Development/Nuclear
Energy Agency - Committee on Safety of Nuclear Installations (#8# #/1BRFEHMHE,
BT BB - R hRERELEERR)

PLC : programmable logic controller (27 F~7 ) » vy 7 HlHER)

PPS : primary protection system (FARFE&R)

PRA : probabilistic risk assessment (FEEFH Y 2 7 FH1i)

RES : Office of Nuclear Regulatory Research ( USNRC O HIBIFER)

RFI : radiofrequency interference (SE#R/E EET )

RPS : reactor protection system (R-TFFIRER)

SBWR : simplified boiling water reactor (B#li{t BWR)

SRP : Standard Review Plan ({E#LE2—75 )

TVA : Tennessee Valley Authority (7 R ¥ —E&BREAH)

USNRC : United States Nuclear Regulatory Commission CKERFAHHZERR)

USQ : unreviewed safety question (R & = —Z2MHH)

V&V : verification and validation (#£RER V%4 HE¥4H)
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ANSI/IEEE/ANS 7-4.3.2-1993 : Standard Criteria for Digital Computers in Safety
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BHICBIT 5 X%) | ANSI/IEEE/ANS 7-4.3.2-1982 (Application Criteria for
Programmable Digital Computer Systems in Safety Systems of Nuclear
Power Generating Stations)D2EThR, 1993.

ASME NQA-2A-1990. Part 2.7 : Quality Assurance Requirements of Computer Systems
for Nuclear Facility Applications (JRFMER~DFEK S X7 HOF A
T 5 SMERIEER) | 1990.

IEEE 603-1991 : Standard Criteria for Safety Systems in Nuclear Power Generating
Stations (B2 RIZET 5EH#E) | IEEE Standard 279-1971 Ofe#, 1991,

IEEE 730.1-1993* : Software Quality Assurance Plans (Y 7 F 7 = 7 O SAERIEEFHE) |
1993.

IEEE 730.2-1993* : Guide to Software Quality Assurance Planning (¥ 7 bV =7 D&
RALABESLRICBEAT VA ¥ R) | 1993

IEEE 828-1990 : Standard for Configuration Management Plans (HRREEFHEIZRIT 5
HYE) | 1990

IEEE 829-1983 : Standard for Software Test Documentation (¥ 7 + 7 = 7 RERD X E1L
BT SR | 1983

IEEE 830-1984 : Guide for Software Requirements Specifications (¥ 7 + 7 = 7 DER{L
FRICBET o288 | 1984

IEEE 1008-1987 : Standard for Software Unit Testing (¥ 7 b U = 7 O BEFERBRICET 5
HYE) | 1987

IEEE 1012-1986 : Standard for Software Verification and Validation Plans (Y7 + ¥ =
T O V&V EHEIZRET 5 ETE) | 1986.

IEEE 1016-1987* : Software Design Descriptions (¥ 7 b7 = 7&FH ¥ 5 5k) , 1987.

IEEE 1028-1988 : Standard for Software Reviews and Audits (Y 7 b7 =7 DL a—kk
UHEEICBET 55 %) |, 1988.

IEEE 1042-1987 : Guide for Software Configuration Management (¥ 7 b 7 = 7 DHHRE
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IEEE 1059-1993* : Guide for Software Verification and Validation Plans (Y7 hu=T
O V&V EHEIZET B HA ¥ R) |, 1993,

IEEE 1074-1988 : Standard for Developing Software Life Cycle Processes (Y7brvo=7T
DT A 7HA 7 VREICET S | 1988.

IEEE 1228-1994* : Software Safety Plans (Y 7 b7 =7 OREHT T ) | 1994.

IEC 880 : Software for Computers in Safety Systems of Nuclear Power Stations (R2%
I HEEMY 7 U =T) |, 1986.

IEC 987 : Programmed Digital Computers Important to Safety for Nuclear Power
Stations (2 EEERT « VFNVEER) | 1989.

USNRC D #7581

Regulatory Guide 1.152 : Criteria for Programmable Digital Computer System Software
in Safety-Related Systems of Nuclear Power Plants (Z£BhERIZE JBT 4
CHLEHER AT L YT Ny =T ICET %) | IEEE 7-4.3.2-1993 7K
#8, 1996.

Regulatory Guide 1.153* : Criteria for Power, Instrumentation, and Control Portions of
Safety Systems (22RO A 3H R UK xI§ 5 &%) , IEEE 603-1991
% 7K58, 1996.

Regulatory Guide 1.168 (Draft DG-1054)* : Verification, Validation, Reviews, and Audits
for Digital Computer Software Used in Safety Systems of Nuclear Power
Plants (Z2ZOF U HVEEMY 7 T = 7T MEE, PR @, LY
2—R %) | IEEE 1012-1986 & U IEEE 1028-1988 % 7&&&, 1997.

Regulatory Guide 1.169 (Draft DG-1055)* : Configuration Management Plans for Digital
Computer Software Used in Safety Systems of Nuclear Power Plants (RE2H
DF VX NEERY 7 by =T ICRTAERERT 7 ) , IEEE 828-1990 &
U IEEE 1042-1987 % 7&&8, 1997.

Regulatory Guide 1.170 (Draft DG-1056)* : Software Test Documentation for Digital
Computer Software Used in Safety Systems of Nuclear Power Plants (B2F%
OF T AEREMY 7 by =TT B5RBXEL) | IEEE 829-1983 £ KRR,
1997.

Regulatory Guide 1.171 (Draft DG-1057)* : Software Unit Testing for Digital Computer
Software Used in Safety Systems of Nuclear Power Plants (&2 DT TE
LEEMY 7 R =TI B EKRER) | IEEE 1008-1987 & 7&58, 1997.

Regulatory Guide 1.172 (Draft DG-1058)* : Software Requirements Specifications for
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Digital Computer Software Used in Safety Systems of Nuclear Power Plants
(REZOFCHNVHERY 7 b Y = TIZx3 5Ek{EHR) , IEEE 830-1993
% K38, 1997.

Regulatory Guide 1.173 (Draft DG-1059)* : Developing Software Life Cycle Processes for

Digital Computer Software Used in Safety Systems of Nuclear Power Plants
(REZDTFPHNHERY 7 bV 2T ENTEIAL THA 7 VDORE)
IEEE 1074-1995 %738, 1997.

NUREG LA — F

NUREG-0800 : Standard Review Plan (SRP) (BE#¥L t'2—7F ) | 1984 (Revised 1997)

NUREG-0700 : Guidelines for Control Room Design Reviews (HilfiZ5& L €= —IZB7
HHARTA) | 1981,

NUREG-0700, Rev.1 : Human-System Interface Design Review Guideline (a draft for
comment) (¥ — Y AT b A T =T 2—ARHDVE2—IZHATHHA K
ZFA4) ,1995.

NUREG-0711 : Human Factors Engineering Program Review Model (tE 2 —<> 77 7
AT%E7a I hDOLE2—FETFIN) | 1994,

NUREG/CR-6101* : Software Reliability and Safety in Nuclear Protection Systems (/R
THRRERCBT B Y7 by =7 OERELZ2M) | 1993

NUREG/CR-6113 : Class IE Digital Systems Studies (7 7 X 1IE7 4 P #Z LRI T D8
%8) |, 1993.

NUREG/CR-6263* : High Integrity Software for Nuclear Power Plants (RFIREEHRD
HOEREMY 7 MY =T) | 1995.

NUREG/CR-6293 *: Verification and Validation for High Integrity Systems (Bif&t
AT BTHT DHERER U S EREAT) | 1995.

NUREG/CR-6421 : A Proposed Acceptance Procedure for Commercial Off-the Shelf
(COTS) Software in Reactor Applications (RABERSE: Y 7 ¥ =7 ORFIF
~OBRIZHT D FBFIEORRE) |, 1996

NUREG/CR-6463, Rev. 1* : Review Guidelines on Software Languages for Use in
Nuclear Power Plant Safety Systems (RFIRBEHROELL2FZ~OF BT
BY7 RO T EB/IBETHLEa—HLRFTA) | 1996

NUREG/CR-6465* : Development of Tools for Safety Analysis of Control Software in
Advanced Reactors (authored by S. Guarro, M. Yau and M. Motamed) (B
BT AHEMY 7 b 2T OREHNTY — /L OBR%) |, 1996.

NUREG/BR-0227 : Guidance for Professional Development of NRC Staff in Digital
Instrumentation and Controls (7 1 ¥ Z A ERIFI#HRIZAIT % USNRC R #
v 7 DRENRBICETEIHAFR) | 1996.
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USNRCE- BP0 M2 (BTP : branch technical position)

HICB-14 : Guidance on Software Reviews for Digital Computer-Based Instrumentation
and Control Systems (7 4 ¥ #Z )VEHR#E~— X OFHBHIERIIHTEHY 7 LY
2T DL a—ICE@TBHAFR) 1996

HICB-16* : Guidance on the Level of Detail Required for Design Certification
Applications under 10 CFR Part 52 (10 CFR 52 WS REFBRTHRFFICE
RENDFHML VBT EHA Z 2 R) | 199.

HICB-17* : Guidance on Self-Test and Surveillance Test Provisions (BERBRROY —
R ARBAEICETEHAF L R) 1996,

HICB-18* : Guidance on the Use of Programmable Logic Controllers in Digital
Computer-Based Instrumenation and Control Systems (F 4 P ZNEREBAN
—ZROFAEER BT B TR IT A - vy s GIEREONAICETD
HAFA) |, 1996.

HICB-19* : Guidance for Evaluation of Defense-in-Depth and Diversity in Digital
Computer-Based Instrumenation and Control Systems (F 4 VH VRN
—ZDOHBEERICB T BEBHEROSEEOFMBETEHA T A)
1996.

HICB-21* : Guidance for Digital Computer Real-Time Performance (F 4 VHNEHE
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Analog-Digital Replacements under 10 CFR 50.59 (10 CFR50.59 {2 Z&5< 7
Fa s —F 4 DENVERORBHRFICE T 5 TR-102348 OFIH) |, 1995.
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10 CFR 50.55a(h) : Codes and Standards (Protection Systems) IR UMK (FFIFR#
%) , IEEE Standard 279-1971 O M % &8

10 CFR 21 : Procurement of Commercial Grade Items by Nuclear Power Plant Licensees
BT HEEFROREE I L BANMORE

10 CFR 109 : Backfitting 7/Xv 7 7 4 v 7 4 > 7 58l

BFOELERDLS 17 XX

NSAC-125 : Guidelines for 10 CFR 50.59 Safety Evaluations (10 CFR 50.59 iGN
BT AHA KT A ) , 1988
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EPRI NP-5652 : Guideline for the Utilization of Commercial Grade Items in Nuclear
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¥) ,1988.

EPRI TR-106439 : Guideline on Evaluation and Acceptance of Commercial Grade
Equipment for Nuclear Safety Applications (R4ARBIRORFHELFR~D
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EPRI TR-102348 : Guideline on Licensing Digital Upgrades (7 A ¥ AV RA~DFBAE
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MIL-STD-882C : System Safety Program Requirements (A7 LADREHT 0T T AT
B3 5ER) | 1993.

27 5 (AECBY= 517 8 E #1758

Regulatory Draft Guide C-138 : Software in Protection and Control Systems (#Rzi#%
WKRTBY7v7=T) , 1996.

Regulatory Document R-8 : Requirements for Shutdown Systems for CANDU Nuclear
Power Plants (CANDU fFOE LRI 2 EREE) |, 1996.

Regulatory Document R-10 : The Use of Two Shutdown Systems in Reactors (2 D=
1EZDOFIH) | 1996.
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(%) 1055.06 107.586 293072 x 107 252.042 1 778.172 6.58515 x 107" =75 kgf-m/s
1.35582 0.138255 | 3.76616 x 107" 0323890 | 1.28506 x 10°° 1 8.46233 x 10"® — 735.499 W
160218 % 10°* | 1.63377 x 10°%| 4.45050 x 1077°| 382743 x 10°*°| 1.51857x 107**] 1.18171 x 107 1
Jird Bq Ci %Zi Gy rad ;‘; C/kg R g Sv rem
ol 1 270270 x 107" & 1 100 @ 1 3876 4 1 100
i1 B it B’
3.7 x 101 1 0.01 1 2.58 x 10°* 1 0.01 1

(86 % 12 H 26 ARLE)
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